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1 Activation of this Plan 

To activate this plan in the event of a disaster, turn to 
PART SIX (Procedures) 
1.1 Authority to Activate this Plan 
The Chief Executive Officer (CEO) has the exclusive authority to activate this Plan by process of 
declaring a disaster.  

If the CEO is unavailable, the Executive Manager Corporate Services (EMCS) may also declare an IT 
disaster. 

Key trigger issues that may lead to activation of the Plan are:  

• Total loss of all communications 
• Total loss of power 
• Flooding of the premises 
• Loss of a building 
• Data Breach 
• Any Corrupted/encrypted files found 
• Disgruntled employee causing deliberate damage 

 

2 Overview and Scope  
2.1 Overview 
A disaster is an event that significantly reduces the ability for Shire of Merredin (the Shire) to 
provide normal services to its clients. Typically, an outage to the core IT systems of the Shire 
exceeding 24 hours is deemed to be a disaster. 

This Plan details the communications structure, roles and responsibilities of the Crisis Management 
Team (CMT). 

The CMT is responsible for managing the rapid and orderly resumption of core systems to the Shire 
in the event of a disaster. Consequently, the members of the CMT must have the appropriate 
authority and skills to accomplish their assigned tasks. 

IT hardware and software problems, while they might in some instances be significant, will be 
resolved through normal problem resolution methods. Typical disasters involve an unscheduled 
event that causes the primary site to be inaccessible for an indefinite period of time. A disaster 
declaration begins the formal disaster recovery process outlined in this document. 

2.2 Aim 
The aim of this Plan is to set out the mitigation, preparation, warning, response and business 
continuity arrangements for the core IT systems of the Shire which are supported by JH Computer 
Services (JHCS), 26 Hardy Street, South Perth WA 6151. 

As described in Section 5.3, continual review and change of this Plan will occur annually – or with 
significant business change - with the aim of improving existing resilience against damage to the 
business in the event of an actual disaster or outage. 

 



 
 

2.3 Objectives 
The objective of this Plan is to provide restoration and continuation of the core IT systems for the 
Shire when a disaster occurs. This is accomplished by developing and maintaining a detailed IT 
Disaster Recovery Plan (DRP) that will organise and govern disaster recovery operations.  

The DRP must: 

• Provide the information and procedures necessary to; 

o respond to an occurrence; 

o notify personnel; 

o assemble recovery teams; 

o recover data; and 

o resume functions at the current or alternate site as soon as possible after a disaster has 
been declared. 

• Create a disaster recovery structure detailed enough to provide guidance to all interrelated 
groups, yet flexible enough to allow Shire staff and teams to respond to whatever type of 
disaster may occur. 

• Identify those activities necessary to resume full services at the reconstructed disaster site 
or new permanent facility. 

• Establish a return to “business as usual” environment. 

NOTE: Availability of backup data is critical to the success of disaster recovery. Backup and restore 
processes that include scheduling data management, off-site storage and data restorations are 
day-to-day processes covered in operating procedure manuals.  

Good practices are assumed, as are the availability of backup media that can be readily restored. 

2.4 Recovery Time Frames 
The following information forms part of the Shire of Merredin Business Continuity Plan. 

• Low Impact Disasters. Low impact disasters include those that will affect a small number of 
business operations, have a maximum downtime of 10 hours, and have no effect on the Shire 
Administration Building. At worst, the impact of such a disaster could affect a small aspect of 
all business functions, for example the loss of access to a software application resulting from 
a computer virus or human error, or the loss of telephone services throughout the 
Administration and other strategic Shire buildings. When such a disaster occurs, priority will 
be set at restoring the affected area, implementing any manual procedures that may replace 
the electronic processes and recovering any lost data. 

• Medium Impact Disasters. Medium impact disasters affect most business operations, have 
a maximum downtime of up to 24 hours but generally have no impact on the Shire’s general 
operations. At worst, these disasters can hamper business functions and cause significant 
disruptions to daily operations and tasks. The BIA shows that the above disasters are capable 
of causing power outages, structural damage or equipment loss/damage. More specifically, 
if any of these disasters were to fall upon the server room, a complete network failure is 
estimated to be the most likely outcome, impacting the operations of all departments. In this 
instance the recovery of data would involve the replacement of all damaged/lost equipment 
(network servers, printers, PCs and so forth), as well as the restoration of data from backup 
sources. Priority would be placed on network servers in order to restore the IT network as 



 
 

soon as possible. The spare server would take around 48 hours to commission. 

• High Impact Disasters. High impact disasters will affect most, if not all business operations, 
generally have a maximum downtime of up to 5 days, and will require the relocation of staff 
to the Crisis Centre. In the event of a high impact disaster JHCS will ensure the Shire’s IT 
systems are brought back on-line as soon as practicable in order to maintain process 
continuity and service delivery. The distinguishing factor between a medium impact disaster 
and a high impact disaster is its effect on the Shire Administration Centre. A fire may 
completely destroy the building and all of its contents, including vital records and equipment 
and in the worst possible scenario, even cause injury or death. Floods and severe storms also 
have the ability to significantly damage or destroy vital records and equipment. In the event 
of a high impact disaster, the DRP will be actioned to its full extent, with priority being placed 
on the relocation of staff and resources to the Crisis Centre and the restoration of all critical 
business functions. 

• Maximum Tolerable Outage (MTO). The maximum tolerable outage is the amount of time 
the Shire’s critical business functions may be unavailable before business operations are 
severely impacted. The MTO encompasses all activities from point of impact to point of 
recovery completion (as described in Section 5.1). 

• Recovery Time Objective (RTO). The recovery time objective is the time taken to recover the 
in-scope services for the Shire, from disaster declaration to business as usual. 

• Recovery Point Objective (RPO). The recovery point objective is the point from which 
recovery of lost data must take place. 

 

 

 

 

 

 

 

 

 

2.4.1 Flood Disaster Recovery 

Event Site destroyed by flood 
Mitigation Offsite backup replication to private cloud 
What to do  Servers activated in the cloud and vpn connectivity to remote 

users 
Expected Downtime  2 business days 

2.4.2 Fire Disaster Recovery 

Event Site destroyed by fire 
Mitigation Offsite backup replication to private cloud 

















 
 

constitutes a disaster, especially when the damage is confined and local. Where possible, it is 
expected that the usual problem management procedures be followed in dealing with such 
incidents. 

5.2 Business Resumption 
This section provides the approach to restoring the Shire’s disaster site or establishing a new office 
location. The extent and timing of the recovery activities will vary depending upon the nature of 
the disaster. These activities will need to be coordinated and planned as a parallel stream to 
establish stable operations at the recovery site. Detailed activities are contained in the Procedures 
section of this document. 

The decision concerning the approach to re-establishing the Shire site and secondary sites should 
be made as soon as practically possible after a disaster occurs. This allows all the affected areas to 
adapt their procedures and staffing according to the expected length of the outage. The 
alternatives to be considered are: 

1. The Shire of Merredin Administration Office location is to be restored to original operating 
status. This will require the establishment of technical infrastructure according to current 
requirements and specifications. 

2. The Shire of Merredin Administration Office location is to be upgraded to preferred level of 
operating status. This will require: 

• establishment of new technical infrastructure according to revised requirements. 

• establishment of new facilities and services according to revised requirements. 

3. A new office location is chosen. This will require: 

• assessment and risk analysis of the new site for suitability. 

• amended arrangements with JHCS to be established.  

• establishment of new technical infrastructure according to current requirements and 
specifications. 

4. A secondary site is to become the new operations site. This will require: 

• assessment and risk analysis of the secondary site for suitability. 

• secondary site to be established. 

• communications, floor space and other facilities to be upgraded to be commensurate 
with the original operations site. 

• establishment of new technical infrastructure according to current requirements and 
specifications. 

• new arrangements with JHCS to be established. 

  
























