
Risk and Regulation Action Plan – August 2025 
Completed   In progress   Ongoing   Not yet commenced     Reviewed elsewhere  

 

2023/24 Financial Audit 

Area’s Actions Required Actions: Date completed/ comment: 
Corporate IT Strategy **previous Audit Develop a Corporate IT Strategy for the Shire of Merredin that links 

to the business objectives outlined in the Shire of Merredin 
Corporate Business Plan. 

The Office of Digital Government, 
Department of Premier and Cabinet 
Cyber Security Pilot Project has 
commenced and will continue until 30 
June 2026. Initial meetings held. DGOV 
team visited the Shire on 19.5.2025 and 
the template for the Strategy was 
discussed. Draft document is nearing 
completion and will be brought to 
Council asap. 

IT Policies/ Procedures **previous Audit Though a range of processes are currently in place in relation to 
backups, physical security, HR security and a number of the other 
areas listed below, the Shire will formalise/ develop documented 
IT and Cyber Security policies/ procedures that include:  
- Access control (including Account management, Account requests and 
approvals, Account monitoring, User authentication, Account auditing)  
- Physical security  
- Backup protocols  
- Change management  
- HR security  
- Information classification  
- Data loss prevention 

Documents not yet developed, will be 
working with the Office of Digital 
Government, Department of Premier 
and Cabinet on the Cyber Security Pilot 
Project until 30 June 2026. Initial 
meetings held. 
DGOV team visited the Shire on 
19.5.2025 and the template for the 
required policies were discussed. Initial 
policy drafts have commenced. Strategy 
has taken priority. 

Outdated Workforce Plan Complete a full review of the current document, taking into 
account planned organisation changes and predicted needs of the 
organisation in the coming five years. 

Full review has been commenced. Staff 
survey completed. 

Excessive Leave Balances Executive staff will work with any members of their team with 
around or over 300 hours of annual leave to develop Leave Plans 
that ensure that excess leave is cleared as soon as possible. 

Discussions held with staff members 
who have excessive leave balances.  All 
staff members have leave booked in 
2025 to reduce excess leave. 



Formal letters were provided to 
necessary staff in July with follow up 
meetings to be booked. 

 

Financial Management Review 

Recommendations: Actions: Date completed/ comment: 
Bank Reconciliations processes require review to 
ensure current practices are documented.  

Documented processes and procedures to be developed relating to 
bank reconciliations 

Three of four bank reconciliations are 
now completed utilising the Altus Bank 
Reconciliation module. The fourth is 
completed manually. Procedure to be 
developed. No further progress due to 
leave. 

End of Month checklist to be developed to ensure 
all processes are completed. 

The End of Month Checklist has been developed, however is not 
being used regularly. This will become part of the usual end of 
month process, with the EMCS to sign off each month moving 
forward. Some additional items will also be added to deal with 
items raised in the FMR relating to end of month procedures. 

End of Month Checklist is now used at 
the end of each month to ensure all 
processes are complete. 
Further checklists will be put in place for 
each of the positions. No further 
progress due to leave. 

Key reconciliations should be completed prior to 
the finalisation of the monthly financial reports.  

This will be added to the End of Month Checklist moving forward 
to ensure completion and sign off occurs each month within the 
required timeframe. 

These processes are now included in the 
End of Month Checklist. These are 
currently checked each month and the 
EOM checklist is reviewed and 
authorised. Vacancies in the team have 
meant that some reconciliations were 
not completed. This is being corrected 
currently. 

Monthly payroll reconciliations noted three 
imbalances, however these imbalances were 
reported at the time and records were maintained 
to support the reasons for the imbalances. It is 
suggested that these controls and practices are 
continued.  

The current controls will be documented to ensure their 
continuation.  
 

Monthly payroll reconciliations are 
completed and imbalances rectified prior 
to the commencement of the following 
pay. A payroll end of month checklist will 
be implemented to ensure processes 
continue. No further progress due to 
vacancy in the team. 

Credit card reconciliations are not completed prior 
to the monthly funds direct debit being completed. 
The recommendation is for staff to check their 
statements earlier in the billing cycle.  

The EMCS will check credit card statements when pulling through 
creditor / payroll batches each week and check any suspicious 
looking transactions with the respective executive.  
A work instruction for this will be developed.  

The EMCS checks all credit cards at least 
fortnightly and queries any unusual 
payments with the cardholder. A 
spreadsheet has been developed and 



checks are entered as completed. Work 
Instruction completed Aug 25. This line 
will be removed from this Plan moving 
forward. 

Regular review of cost reallocations to ensure 
accuracy and so that administration costs are not 
being incorrectly capitalised.  

A review will be undertaken to review cost allocations prior to the 
2024/25 budget adoption. This review will be added to the Budget 
Checklist to ensure it is undertaken annually as part of the budget 
process. 

The Engineering Team work closely with 
Finance Team and capitalise completed 
projects monthly.  
Plant op costs and public works 
overheads have been reviewed prior to 
adoption of the new budget. Allocations 
were also reviewed during Budget 
Review 1 and Budget Review 2. This is 
completed routinely as part of the 
Annual Budget and Budget review 
processes and will be removed from this 
Plan moving forward. 

Written procedures are required for the 
reconciliation of borrowings.  

A work instruction will be developed and this will be added to the 
End of Month Checklist moving forward to ensure completion and 
sign off occurs each month within the required timeframe. 

No further progress – competing 
priorities and staff leave. 

Timely reconciliation of stock (including fuel) is 
required and controls need to be established.  

This issue has already been identified through the risk register and 
processes are beginning to be developed. 

Fuel dips have been completed twice 
weekly (19 May – current), however the 
reconciliation process and work 
instruction are to be developed.  

Documentation of controls relating to general 
journal procedures are required. This should 
include regular audit trails being completed to 
ensure no unauthorised journals have been 
completed.  

The printing and review of audit trails will be added to the end of 
month checklist moving forward to ensure completion and sign off 
occurs each month. A written procedure will also be drafted to 
outline the processes required. 

No further progress due to competing 
priorities and staff leave. 

The investment register is not routinely reviewed 
by a more senior officer.   

Currently the Shire do not have any active investments, with all 
funds being in the form of cash and held with our Bank.  
Moving forward the “cash” register which is completed will be 
added to the End of Month Checklist to ensure sign off occurs each 
month. 

Investment Register has been added to 
the End of Month Checklist to be 
authorised each month by a more senior 
officer. 

Policy 3.5 - Investment Policy requires review and 
updating. It is suggested that the review timeframe 
could be amended to align with organisational 
requirements. 

This Policy, along with a number of others, will be reviewed in the 
coming months. 

This will be completed in the new 
financial year now that the finance team 
is fully staffed and the new EMIS has 
commenced. 

 



Risk Dashboard Review 

Asset Management 
Action Completed Y/N Date Due Date Completed/ Notes 
Transition QGIS data to RAMMS  New Dec-25 Reviewing costs and transition 

required from QGIS. 
Ensure appropriate training in RAMMS program for necessary 
staff New Dec-25 This will be completed once 

above in progress. 
Development of Sport and Recreation Asset Management Plan 

New Jul-25 

This is already in progress, with 
Urbis undertaking works 

currently. The draft plan will go to 
Council in August. 

Investigate replacement systems for Building and other asset 
management (ERP)  New Dec-25 

Looking to ensure the new ERP 
system will effectively link into 

RAMMS. 
Continue quarterly stocktakes at works depot, review oncosts 

ongoing ongoing 

Oncosts were again reviewed 
during 2025/26 budget 
development. Cost out 
percentage adjusted. 

Review and update Asset Management Policy N Jun-25 Due for review. 
Create Asset Management Strategy 

N Jun-26 

In discussion to collate current 
asset management plans into one 
document, staff training recently 

completed. 
Business and Community Disruption 

Action Completed Y/N Date Due Date Completed/ Notes 
Implement internal emergency management arrangements 
across Shire 

N ongoing 

Emergency management 
diagrams for each facility 

completed.  Emergency action 
plans for majority of facilities 

completed 
Review LEMA annually 

N ongoing 

Review of LEMA and associated 
contact lists to occur prior to 

bushfire season. Minor review to 
be undertaken by December 
2025, with major review to 

commence Q3 2026. 



Hold at least one evacuation practice in each Shire facility each 
year Partial ongoing 

Evacuation practice schedule 
developed in WHS committee and 

circulated to necessary staff. 
Desktop testing of IT Disaster Recovery Plan/ Business 
Continuity Plan  

N Jun-26 

Completed September 2024/ Jan 
2025. To be scheduled to occur 
again in 2026. Recent incident 

was also a good example of the 
process. 

Failure to Fulfil Compliance Requirements (statutory, regulatory) 
Action Completed Y/N Date Due Date Completed/ Notes 
Review Compliance Calendar within Attain ongoing ongoing Weekly due items report sent to 

Exec. 
Review process for CAR completion Y ongoing 2024 CAR presented to Audit and 

Council in February 2025. 
Document Management Process 

Action Completed Y/N Date Due Date Completed/ Notes 
Policy review included in ELT agenda as required 

Y ongoing 

Included in ELT agenda when staff 
policy required to be reviewed. 

Reviewed Council policies will be 
brought to Council quarterly. 

Digitise vital records Partial ongoing Many old records digitised, most 
new digitised as created. 

Review policies by due dates 
Partial ongoing 

Programmed review of policies 
has commenced – approx. 4-5 per 

month. 
Creation of key secure documents that are unable to be edited 
(H Drive – templates, procedures etc) Partial Dec-25 Key folders / documents secured. 

Continue to review archives of the Shire  Partial Ongoing Records officer and Governance 
Officer have continued review . 

Employment Practices 
Action Completed Y/N Date Due Date Completed/ Notes 
Ensure Recruitment Process are implemented consistently 

Partial ongoing 
PDs and Classifications reviewed and 

updated. Onboarding and offboarding 
checklists developed and utilised. 

Review of qualification, licenses and tickets for required staff
  Partial ongoing 

Training register updated and 
reviewed regularly. Currently 

being updated by the HR casual. 
Engagement Practices 



Action Completed Y/N Date Due Date Completed/ Notes 
Review Engagement & Consultation Framework N Dec-25  
Complete Community Scorecard Survey 

N Jun-26 

CEO KPI to engage contractor to 
completed community scorecard 
or similar, with scorecard to be 

undertaken during 2025/26. 
Money has been budgeted. 

Environment Management 
Action Completed Y/N Date Due Date Completed/ Notes 
Maintenance and monitoring of waste water re-use scheme 

Y ongoing 
Monthly sampling complies with 
legislation requirements. Annual 

report provided to Dept of Health. 
Training to be completed for the waste water management 
program 

As required ongoing 

Ongoing training consistently 
provided to new employees.  

Current employees working with 
waste water have up to date 

training. 
Implement Landfill Operational Management Plan New ongoing  

Errors, Omissions and Delays 
Action Completed Y/N Date Due Date Completed/ Notes 
Identify key procedures for ALL areas, to be documented 

Partial Jun-26 

A number of Corporate 
procedures identified via FMR 
and Audit. Added to monthly 

communities agenda. 
Create Procedural/Internal Management procedures and 
policies 

Partial ongoing 

Some initial Corporate 
procedures created. 

Strategy and Community team 
have commenced documenting 

procedures in the correct 
template. Added to monthly 

communities agenda A number of 
Work Instructions have been 

completed across all Directorates. 
Regularly review key information on website for accuracy 

Partial ongoing 

Exec to review own information 
regularly. Media and Comms 

officer to monitor. Budget, fees 
and charges and other related 

information added Aug 25 



Maintain process to track complaints/ work requests 

Partial ongoing 

A spreadsheet is in place currently 
to log requests / Snap Send 

Solves. Looking to have  this in 
new ERP system 

External Theft, Fraud or Damage 
Action Completed Y/N Date Due Date Completed/ Notes 
Review Admin Security Procedure to include individual 4 digit 
access system for relevant staff. Removal of access when staff 
leave. Y ongoing 

Alarm and swipe card system in 
use, all staff have individual pins. 

New key register created to 
match new master key system. 

Continue implementation of CCTV throughout Shire facilities 

Partial Jun-26 

Apex, Town Centre, Cummins, 
Depot, Admin completed 2024/25 

Funds budgeted for Library, MRCLC 
pool in 2025/26. 

Review of contractor access and induction processes – 
DAMSTRA use New Jun-26 Currently reviewing process.  

Contractors/ contract management of works 
New ongoing 

Currently developing a process for 
management of contracts as 

required . 
Management of Facilities/ Venues/ Events 

Action Completed Y/N Date Due Date Completed/ Notes 
Review internal procedures for events and bookings - 
communication focus As required ongoing 

Project plans implemented which 
serve as part of the procedure, 
including a communication plan 

section. 
Review facility/ venue hire forms  

As required ongoing 
A new template has been 

developed and all forms are being 
reviewed. 

Develop hire forms for high profile outdoor areas (e.g. Town 
Centre) Yes Jul-25 Completed July 2025. 

Review fees and charges for bonds and costs charged for 
cleaning of venues after events  New ongoing 

Fees and Charges are reviewed 
regularly. Adopted 25/26 F&C 

include these. 
Review Building Maintenance Program Annually New ongoing Building Maintenance program 

reviewed and ground truthed 
annually by officers undertaking 

onsite inspections so as to inform 
the 2025/26 budget. 

IT or Communications Systems and Infrastructure 



Action Completed Y/N Date Due Date Completed/ Notes 
Document IT equipment register and replacement plan 

Partial Jun-25 
One third fleet replacement each 
year. Hardware audit completed 

13.5.2025. 
Develop and implement Corporate IT Strategy 

Partial Jun-26 

DGOV team visited the Shire on 
19.5.2025 and the template for 

the Strategy was discussed. Draft 
document is nearing completion 
and will be brought to Council in 
October (post Council elections). 

Implement staff and councillor training for enhanced IT security 

Partial 

 
 
 
 
 

Dec-25 

Cyber security video rolled out to 
all staff who have computer 

access. Cyber security posters 
installed. Lock computer 

reminders on Admin Building 
computers. Training for all staff 

completed 19.5.2025 – offered to 
Councillors. Enhanced password 
complexity and MFA underway 

for added security. 
Review staff IT access profiles on shared drive and in 
SynergySoft Partial ongoing Quarterly review of synergy user 

access. 
Review of Whisper resource and its effectiveness  New Annually A review is completed annually 

prior to Bushfire season. 
Misconduct 

Action Completed Y/N Date Due Date Completed/ Notes 
Review of Induction Procedure Partial ongoing Most documents now updated to 

new templates. 
Review Fraud & Corruption Control Plan New Jun-26 Last reviewed May 2024 
Authorised officers’ letters of appointment  Y ongoing All current staff have letters. New 

staff receive on commencement 
Ethical and Accountable Decision-Making training N Dec-25 Will be completed as required 

moving forward 
Projects/ Change Management 

Action Completed Y/N Date Due Date Completed/ Notes 
Develop project management plans for the management of 
major projects (i.e. CBD)  As required As required Kept as live documents, updated 

as required. 



Project plans for events in place 
As required ongoing 

Review undertaken March 2025, 
will occur annually moving 

forward. 
Develop change management process 

New Jun-26 
This is being discussed with DGOV 

as a policy/ procedure they will 
support the development of. 

Develop a project management reporting template Partial Jun-25 Commenced April. 

Develop a handover process template 

New Jun-25 

Will be undertaken as part of the 
contact tender management 

function. Handover template for 
when staff leave to be developed. 

Safety and Security Practices 
Action Completed Y/N Date Due Date Completed/ Notes 
Determine contractor/ site inspection procedural approach
  

Partial Jun-26 

Working with Regional Risk 
Coordinator (LGIS) to utilises 

DAMSTRA contractor induction 
system. Procedure to be 
developed. Work with 
stakeholders to occur. 

Finalise register of qualification and competencies and develop 
procedure for its regular review Partial Dec-25 Register commenced. HR casual 

updating this currently (Aug 25). 
Conduct annual building inspection for BFB and SES New ongoing ESO and RRC to complete 

annually. 
Review the effectiveness of DAMSTRA and how to ensure 
trades complete required data entry (Quals, Insurances, 
Licences, SWMS, SWPs etc) 

New ongoing  

Review the compliance and effectiveness of chemical and 
hazardous substance storage throughout all facilities New ongoing - biannual 

This has been commenced in a 
number of facilities, with Safety 

data sheets currently being 
compiled into a register. 

Supplier/ Contract Management 
Action Completed Y/N Date Due Date Completed/ Notes 
Regular review of Tenders, Contracts, Agreements and Grants 
SynergySoft module Y ongoing Contract and Grant milestones 

emailed weekly. 
Development of TCAG procedure N Dec-25  
Identify standard template for RFQ and RFT processes New Jun-25 Completed April 2025 – standard 

templates identified by CEO 



Identify standard template for Goods and Services Contracts New Jun-25 Completed April 2025 – standard 
template identified by CEO. 

Develop a process flow chart (checklist) for RFQ and RFT 
processes New Dec-25  

Procurement and Disposal 
Action Completed Y/N Date Due Date Completed/ Notes 
Procedure for e-quotes/ Vendor Panel/ Tenderlink to be 
developed 

No Dec-25  

Development of Asset Disposal procedures Yes Dec-25 Completed, awaiting ELT review. 
Review the cost of paid Vendor Panel and consider for 2025/26 
budget No Jun-25  

 


